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Abstract

Model-based testing (MBT), whereby a model of the system
under test is analyzed to generate high-coverage test cases,
has been used to test protocol implementations. A key barrier
to the use of MBT is the need for users to understand protocol
RFCs in detail to create a compliant model.

Our new approach to MBT uses LLMs to automatically
build rich models of intended protocol behavior from knowl-
edge embedded in Request for Comments documents (RFCs),
blogs, and other natural language sources. Our approach ad-
dresses key challenges with using LLMs, including hallucina-
tions and their inability to monolithically generate complex
protocol models. We realize our approach through a novel
protocol testing framework EYWA, and demonstrate its effec-
tiveness through extensive case studies of DNS and BGP, and
a smaller study of SMTP. Despite minimal user effort, apply-
ing EYWA enabled the discovery of 33 unique bugs across
widely used DNS, BGP, and SMTP implementations, 16 of
which were previously undiscovered despite extensive prior
testing with manually crafted models.

1 Introduction

Networked systems depend on the correct and performant
operation of hundreds of protocols from the physical to the
application layer. Despite standardization, protocol hardware
and software implementations still frequently suffer from
bugs due to coding mistakes, misinterpretations of specifica-
tions, unsound optimizations, unforeseen corner cases, and
poor data structure choices. Bugs in protocol implementations
have led to security vulnerabilities [9, 21–23, 49, 103, 106],
outages [4, 28, 29, 42, 92, 109, 127], and performance prob-
lems [44]. For example, in 2022, a bug in Akamai’s DNS
software caused a global outage for nearly 30,000 sites [92].
Recently, mishandling of a corrupted BGP attribute in router
software resulted in the protocol spreading invalid routes and
ultimately caused BGP sessions in remote networks to shut
down [29].

*These authors contributed equally.

Model-Based Testing for Protocols: To test the correct-
ness of protocol implementations, model-based testing (MBT)
has emerged as a highly effective family of techniques. Rather
than writing test cases manually, MBT requires the user to
formulate a simplified model of a protocol – such as a logical
specification, abstract state machine, or a reference implemen-
tation – and then uses existing program analysis techniques to
generate tests from the model. Researchers have used MBT
to find numerous bugs in implementations of QUIC [90, 91],
BGP [119], DNS [49, 89], and various LTE [45] protocols, in-
cluding proprietary systems where source code is unavailable
but standards and documentation exist.

Our point of departure is a recent form of MBT that demon-
strates how carefully constructed protocol models can drive
high-coverage testing of real implementations [49, 119]. In
this approach, the user implements an executable model of the
protocol’s RFC semantics. The approach then uses symbolic
execution [10, 38] to systematically enumerate test cases that
cover distinct execution paths through the model, in order
to cover a wide variety of protocol behaviors. Since these
models are typically orders of magnitude simpler than full
protocol implementations, symbolic execution scales more ef-
fectively on them, mitigating the infamous path explosion
problem [10] that frequently limits direct analysis of the
source code. Additionally, instead of comparing implementa-
tion behavior against a single reference model, this approach
performs differential testing — it tests multiple independent
protocol implementations and flags any behavioral differences
as potential bugs.
Challenges in Applying Model-Based Testing:. While this
approach to MBT has successfully found critical protocol
implementation bugs, it has several challenges:

C1 - Manual model creation: Users must first build a de-
tailed model of the protocol under test by studying multiple
RFCs to understand intended behavior.

C2 - Complex input requirements: Moreover, protocol in-
puts such as DNS queries and BGP routes often have complex
requirements and data dependencies that must be satisfied.
The user must understand these requirements and make them
explicit in the model, or else symbolic execution will produce
many invalid tests.



C3 - Statefulness: A test for a stateful protocol involves not
only a specific input but also the current state of the proto-
col. To execute such a test, the implementation must first be
driven into the corresponding state. For example, while DNS
nameservers are stateless, BGP’s behavior depends on earlier
route announcements, and protocols like SMTP and TCP use
state machines that demand specific input sequences to reach
deeper states.
Leveraging LLMs for Protocol Model Construction. To
mitigate these challenges, we ask: “Can large language mod-
els (LLMs) reduce the cost of model-based testing for proto-
cols?” We demonstrate that they can, by leveraging recent
advances in LLMs and their extensive embedded knowledge.
Through training, LLMs have absorbed protocol expertise
from RFCs, standards, networking forums, blogs, and other
technical documents. Yet, applying LLMs to network protocol
testing in practice raises two additional challenges:

C4 - Large models: Many protocols are highly complex and
comprise multiple components. Asking an LLM to generate
an end-to-end protocol model in a single shot is impractical.
In our experience, doing so will lead the LLM to gloss over
important implementation details, hence limiting the ability
to generate interesting tests.

C5 - LLM errors: LLMs make mistakes and can easily
hallucinate to produce flawed protocol models.
Our Approach. In this paper, we describe an approach that
uses LLMs to significantly reduce the user burden for MBT
while addressing each of the above challenges:

S1 - Modularized code synthesis: We introduce a modular
approach to building executable protocol models for MBT.
Specifically, the user has to (1) decide which protocol compo-
nents they wish to test, (2) provide a short description of each
component (or “module”), along with their input and output
types, and (3) provide a graph that specifies how the different
components should be composed together. Our approach then
uses LLM invocations to both build implementations of the
individual modules and stitch the modules together to pro-
duce the end-to-end protocol model, based on the provided
graph. As we demonstrate, this approach makes LLM-based
model generation feasible even for complex protocols, thereby
addressing challenges C1 and C4. Modularization also natu-
rally accommodates validity requirements on protocol inputs:
the user simply specifies a module that should enforce these
constraints, so that only valid inputs flow to the rest of the
components of the model. This addresses challenge C2.

Our modular approach also allows the user to retain precise
control over the structure of the resulting model, despite out-
sourcing its creation to the LLM. For example, the user can
decide to test only a few components of a protocol that are of
particular interest, and then later easily add additional ones.
For each component, the ability to specify the input-output
types also enables the user to easily focus on specific parts
of the component or to elide lower-level details such as the
bit-level data encoding.

S2 - State graph to represent state: For stateful protocols, it
is not enough to create the model and generate tests, as the test
cases are state-input pairs. In order to run these tests, we also
need to drive the protocol implementation to the state required
by each test case. To that end, we use a separate invocation
of the LLM to generate a state graph of the protocol, which
defines the protocol’s states and transitions. For each test case,
we then use this graph to search for an input sequence that
drives the protocol implementation to the required starting
state for testing. This addresses challenge C3.

S3 - Hallucination as a feature, not a bug: One approach
to reducing hallucinations is to fine-tune LLMs with domain-
specific networking knowledge. However, hallucinations are
an inherent aspect of probabilistic generation and cannot be
fully eliminated. Instead of resisting this property, we design
our approach to embrace it. Prompting LLMs to generate
multiple protocol models naturally introduces variety, and
symbolic execution over these models yields a wide range
of protocol tests that explore a broader behavioral space. Be-
cause we employ differential testing to identify inconsisten-
cies across protocol implementations, our approach does not
use the model as an oracle — we use the model to generate
tests but do not care what the model returns for those tests.
In this way, our approach remains robust even when models
produce erroneous outputs. This addresses challenge C5.
EYWA: Architecture and Workflow. We have instantiated
our approach in a tool called EYWA, which is implemented as
a Python library. The user provides the per-component infor-
mation along with a dependency graph. EYWA then modularly
builds the model as executable C code using multiple invo-
cations of an LLM. EYWA simultaneously compiles a sym-
bolic test harness to integrate this model with the Klee [10]
symbolic execution engine. The tool then invokes Klee to
systematically enumerate test cases for the protocol, which
the user can then run against real protocol implementations.
For stateful protocols, EYWA also augments each test case
with the input sequence required to drive the protocol to the
necessary starting state before evaluation.

We evaluate the effectiveness of EYWA through an exten-
sive case study of the DNS and BGP protocols, and a smaller
study of SMTP as a canonical stateful protocol. Compared
to prior model-based testing approaches for DNS and BGP
that required months of effort to craft models that accurately
encode the RFC intent [49, 119], EYWA constructed similar
models in minutes with minimal user input. Using EYWA,
we revealed 33 unique bugs across popular DNS, BGP, and
SMTP implementations. Of these bugs, 16 were previously
unknown despite the extensive testing by prior work.

Contributions: To summarize, our contributions are:
• A new approach to protocol testing that combines LLMs

with model-based testing and differential testing.

• EYWA, a protocol testing library based on our approach



that provides novel abstractions for defining and composing
protocol modules.

• Techniques to compile EYWA specifications by generat-
ing specialized LLM prompts and combining the resulting
models with a symbolic test harness.

• Case studies that show EYWA’s utility – they found 32
unique bugs across popular DNS, BGP, and SMTP imple-
mentations, including 15 previously undiscovered bugs.

• A small case study of SMTP showing how to handle stateful
protocols by using the LLM to generate a state machine
graph of the protocol, and traversing it to automatically
drive an implementation to desired states.
Ethics: This work raises no ethical concerns.

2 Motivation and Overview

To motivate EYWA, we demonstrate its use to automatically
generate tests for Domain Name System (DNS) nameservers.
We selected DNS because its analysis has been the target
of prior model-based testers. SCALE [49] was the first to
apply MBT to the DNS protocol and found dozens of new
correctness, performance, and security bugs in widely used
DNS implementations such as BIND, Knot, PowerDNS, and
CoreDNS. However, SCALE required extensive manual math-
ematical formulation of the DNS RFCs [48] and later over 3
months of effort to manually construct an executable model
of DNS [49]. We give an overview of EYWA in the context of
DNS testing. Our later experiments show that EYWA achieves
results similar to SCALE, including finding 15 new DNS bugs
that SCALE missed, all with minimal user effort.

2.1 Testing the DNS with EYWA

To test a protocol, users must describe the parts of that pro-
tocol that they wish to model using EYWA’s Python library
abstractions. Specifically, users define protocol-specific ob-
jects (e.g., state) and formats (e.g., headers, inputs) as well as
“functions” over these objects. For instance, Figure 1 shows
an example model defined in the EYWA library to test the part
of the lookup logic in DNS that determines if a DNS query
matches a resource record defined in a zone configuration.

EYWA follows a modular approach in defining, synthesiz-
ing, and composing modules to build a model. Dependencies
are specified via the library’s built-in graph API. In the Python
code in Figure 1(a), the first line defines a DNS domain name
type (domain_name) as a string and limits its size to 5 charac-
ters for testing. It also defines DNS-specific types such as a
record type ("RecordType") as an Enum and a resource record
("RR") as a struct containing a record type (rtyp), domain
name string (name), and data value (rdat).

The main functionality is split into three modules. The
first module valid_query takes a DNS query ("query") in-
put (simplified for the example by removing the DNS query

type) and ensures that its format is valid. It is defined us-
ing a RegexModule, which is a pre-defined module type built
into EYWA. The second module ra ("record_applies") is
the main functionality to test. It is defined as a function
FuncModule that takes two arguments, a DNS query (query)
and a DNS resource record (record), and returns a single
boolean output (result). The function determines if the
record is a match for the query. Finally, the third module
da ("dname_applies") is a helper module to assist in the con-
struction of ra. It defines the matching logic specifically for
records that have the DNAME record type, which has arguably
the most complicated lookup logic among DNS record types.

The user then creates an Eywa DependencyGraph to indi-
cate the interrelations among these modules. Here we use
Pipe to pipe the output of the RegexModule module that
produces a valid DNS query to the first input of the ra

FuncModule (since it is the first Pipe added to ra). Next, we
add a CallEdge to indicate to EYWA that the implementation
of record_applies can invoke the dname_applies function.

Finally, the last two lines of the figure use the EYWA API
to synthesize the end-to-end model for the given graph and
then generate test cases, each of which is a list of arguments
and the expected result, for example:

['a.*',{'rtyp':'DNAME','name':'*','rdat':'a.a'},
False]

How it works. EYWA first prompts the LLM to implement
each FuncModule in C code ( 1 in Figure 1). It takes into
account the input and output argument type definitions and
descriptions. Each RegexModule is translated into a separate
C function that implements the constraint-checking logic us-
ing a pre-defined regex-matching implementation in C. EYWA
also creates a main function by declaring symbolic inputs for
the model that the LLM produces 2 . It then invokes Klee to
symbolically execute the final C code 3 to obtain a suite of
test cases. The user can then use these tests for differential
testing on actual protocol implementations 4 . If, for a given
test case, the implementations do not produce the same output,
we manually check the relevant documentation to determine
whether the discrepancy is expected. Otherwise, it is flagged
as a potential bug.

2.2 Dealing with imperfect models
LLM models may be imperfect and generate invalid

tests. For our DNS example, the implementation returned
by the LLM (slightly simplified for clarity) is shown in Fig-
ure 2. The highlighted region of code for the helper function
dname_applies is actually incorrect – a DNAME record can
only apply to a DNS query if it is shorter than the query.

We address these kinds of issues in two ways. First, we ask
the LLM to generate k models rather than just a single one,
and we generate tests from all of the models using Klee. In
our experiments for DNS described later, for example, we set
k to 10.



# Define the data types.
domain_name = eywa.String(maxsize=5)
record_type = eywa.Enum("RecordType", ["A", "AAAA", "NS", "TXT", "CNAME", "DNAME", "SOA"])
record = eywa.Struct("RR", rtyp=record_type, name=domain_name, rdat=eywa.String(3))
# Define the module arguments.
query = eywa.Arg("query", domain_name, "A DNS query domain name.")
record = eywa.Arg("record", record, "A DNS record.")
result = eywa.Arg("result", eywa.Bool(), "If the DNS record matches the query.")
# Define 3 modules to validate the query and implement the record matching logic.
valid_query = eywa.RegexModule("isValidDomainName", "[a-z\\*](\\.[a-z\\*])*", query)
ra = eywa.FuncModule("record_applies", "If a DNS record matches a query.", [query, record, result])
da = eywa.FuncModule("dname_applies", "If a DNAME record matches a query.", [query, record, result])
# Create the dependency graph to connect the modules.
g = eywa.DependencyGraph(); g.Pipe(ra, valid_query); g.CallEdge(ra, [da]);
# Synthesize the end-to-end model and generate test inputs.
model = g.Synthesize(main=ra)
inputs = model.generate_tests(timeout="300s")

(a) User input to EYWA to generate a model for DNS lookup.

// Pre-defined modules implemented by Eywa.
bool isValidDomainName(char* query) { ... }

// Modules implemented by the LLM.
bool dname_applies(char* query, Record record) { ... }
bool record_applies(char* query, Record record) { ... }

// Symbolic test harness for KLEE.
int main(){

char x0[6]; Record x1;
...
bool result_tmp; bool x3;
klee_make_symbolic(x3, sizeof(x3), "x3");
bool bad_input; bool x4;
klee_make_symbolic(x21, sizeof(x4), "x4");
if (valid_query(x0)) {

bad_input = false;
result_tmp = record_applies(x0, x1);

}
else{

bad_input = true;
result_tmp = false;

}
klee_assume(result_tmp == x3);
klee_assume(bad_input == x4);

}

(b) Generated implementation and test harness.

klee --libc=uclibc
--posix-runtime
--max-time=300s
--external-calls=all program.bc

(c) Klee invocation.

(d) Differential testing setup.

Test inputs

(e) Protocol implementations.

1

2

3

4

Figure 1: Example of how EYWA generates tests. It uses the LLM to implement the module logic. It then compiles a symbolic
test harness for Klee and invokes Klee to perform symbolic execution and generate test cases. Tests generated from the EYWA
runtime are then executed for every implementation.

Second, as described earlier, we employ differential testing
to find bugs, comparing the results of multiple implementa-
tions on each test case. This implies that even if the expected
output of an LLM-generated model is incorrect, it can be

safely ignored, as we only need them to produce diverse test
inputs, while differential testing determines which results from
real implementations are inconsistent. As a result, the model
itself can also be simpler than would otherwise be required. In



bool dname_applies(char* query, Record record) {
int l1 = strlen(query);
int l2 = strlen(record.name);
// If the DNAME domain name is longer than
// the domain name, it cannot be a match.
if (l2 > l1) {return false;}
// Compare the domain names in reverse order.
for (int i = 1; i <= l2; i++) {

if (query[l1 - i] != record.name[l2 - i]) {
return false;

}
}
// If the DNAME domain name is equal to the
// domain name, it is a match.
if (l2 == l1) {

return true;
}

// If the character before the DNAME
// domain name is a dot, it is a match.
if (query[l1 - l2 - 1] == '.') {return true;}
return false;

}

Model bug!

Figure 2: LLM model for the example in Figure 1.

our example, we only model the logic that determines whether
a resource record applies to a given query, but we need not
model what should be returned upon a successful match.

Further, we have observed that some model mistakes can
even be helpful. In the case of the logical error above, this
will result in Klee generating an extra test for the case where
the lengths of the query and DNAME record domain names
are equal, which is a useful corner case. While the LLM-
generated model produces the wrong result for this case, the
test can still be used to find bugs in real implementations by
comparing their results to one another (e.g., see §5.2).

2.3 Finding implementation bugs
EYWA is effective at finding implementation bugs. For ex-
ample, EYWA found a previously unknown bug in the Knot
authoritative nameserver implementation [24] with the sim-
ple LLM-generated model for DNAME records shown in §2.1.
For DNS, we craft valid DNS zone files and queries from
the test inputs via a postprocessing step that adds necessary
resource records (e.g., SOA and NS) and modifies the test’s
domain names to have the same suffix. Following this ap-
proach, EYWA created the following zone file from a test
input (we add the .test. suffix in this example):

test. SOA . . .
test. NS ns1.outside.edu.

∗.test. DNAME a.a.test.

The test DNS query EYWA generated was
⟨a.∗ .test., CNAME⟩. In DNS, a CNAME record creates

an alias from one domain name to another, while a DNAME

record creates an alias for all names under a domain subtree.
The DNAME record above matches the query, so nameserver

implementations should return the DNAME record along with a
synthesized CNAME record:

∗.test. DNAME a.a.test.
a.∗ .test. CNAME a.a.a.test.

Knot synthesized the CNAME correctly, but it generated a new
DNAME record, as follows:

a.∗ .test. DNAME a.a.test.
a.∗ .test. CNAME a.a.a.test.

When a DNS resolver receives this response from the Knot
DNS nameserver, the resolver will incorrectly determine that
the DNAME record does not apply to the query and hence pro-
duce incorrect behavior.

After discovering the bug, we filed the issue on the Knot
Gitlab source code, and the developers responded positively
and fixed the issue within a week [62].

3 The EYWA Library and Runtime

3.1 EYWA Architecture
EYWA’s architecture consists of several interacting compo-
nents, illustrated in Figure 3. On the far left of the figure, the
user employs the EYWA library to define protocol modules
(functions) with arguments and return values, and composes
them into a dependency graph, as shown in Figure 1. From
these inputs, EYWA invokes its Prompt Generator and Sym-
bolic Compiler to construct the model.

The Prompt Generator creates an LLM prompt for each
FuncModule declared by the user and queries the LLM
to generate a corresponding C function. The Symbolic
Compiler uses the dependency graph to build the Sym-
bolic Harness—the main function representing the full
model. It declares function inputs symbolic through the Klee
API, enabling symbolic execution. The Symbolic Compiler
also generates C functions for predefined modules such as
RegexModule. The complete model combines outputs from
both the Prompt Generator and the Symbolic Compiler. This
synthesis process is repeated k times to produce k distinct
models. Finally, the Test Generator runs Klee on these mod-
els, extracts the resulting test cases, and translates them back
into Python data structures.

3.2 EYWA Library
The Eywa library facilitates building models as typed func-
tions that accept a set of arguments and return a result. This
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Figure 3: Architecture of EYWA. It takes modules and dependencies and produces k different protocol models.

Example Feature Description

eywa.Bool() Boolean value
eywa.Char() Character value
eywa.String(maxsize=5) String of size
eywa.Int(bits=5) 5-bit unsigned int
eywa.Enum("name",["A", "NS"]) Enum value
eywa.Array(Bool(), 3) Array of 3 bools
eywa.Struct("name",dst=Int()) Struct with 1 field
eywa.Alias("result",Bool()) Type alias
eywa.Arg("name",Int(),"desc") Function arg
eywa.FuncModule("name","desc",args) Function

Figure 4: Summary of EYWA types and abstractions.

design is general and is applicable to many kinds of protocols.
For instance, to model the logic of a stateful network proto-
col like SMTP, one could create a function that takes (1) an
SMTP message representing a received email or command,
and (2) the current state of the SMTP protocol for the host
handling the message, and returns (3) the appropriate SMTP
response or action to take and (4) the updated state.

A summary of the main modeling abstractions is shown
in Figure 4. The library supports function arguments with
standard types such as booleans, characters, strings, fixed bit-
width integers, enums, arrays, and structs. It also provides
type aliases, which let users assign custom names to types
(e.g., to help the LLM understand a type’s meaning). For types
with potentially unbounded size (e.g., eywa.String()), users
must provide a size bound to limit the number of test cases
generated by EYWA. Functions are created by specifying a
name, a natural language description of their purpose, and a
list of arguments. Each argument includes a name, description,
and associated type.

3.3 EYWA Support for Modularity

As discussed in §2.1, there are two kinds of modules available
in EYWA. A FuncModule is initialized by providing a natural
language description of its content. The code is then written

by an LLM through a prompt generated by EYWA. EYWA
also includes a built-in RegexModule since regex filtering is a
common need for protocols, but users can provide their own
modules as well for specialized functionality for which they
want full control.

Dependency graphs determine how modules are connected
to form a full model. EYWA’s dependency graphs support
two kinds of edges. A Pipe is used for sequential composi-
tion, where the output of one module is the input of another.
A CallEdge indicates that the implementation of one mod-
ule may invoke another one and thereby supports a form of
decomposition: a complex module can be created through
multiple LLM prompts. If a module m1 is declared to call
another module m2, then the C function prototype for m2 is
provided when the LLM is asked to synthesize m1. A separate
LLM invocation will produce the implementation of m2. See
Appendices A and C for further discussion.

3.4 EYWA Symbolic Compiler

The Symbolic Compiler generates the Symbolic Harness,
which is the main function used for symbolic execution. We
use the klee_make_symbolic command to build symbolic inputs
for every base type (bool, char, int, enum etc.) and then con-
struct values of more complex types from these base types.
For example, a struct will be initialized with symbolic values
for each of its fields.

3.5 EYWA Prompt Generator

Given a set of modules and the dependency graph for a model,
EYWA’s Prompt Generator creates LLM prompts, then LLM
implements each module, and then they are combined into one
model. For each module, EYWA builds two prompts: a user
prompt that frames the implementation task as a completion
problem, and a system prompt (details given in Appendix D)
to guide the behavior of the LLM. Consider again the example
model defined using the EYWA library in Figure 1.



#include <stdint.h>
...
typedef enum {

A, AAAA, NS, TXT, CNAME, DNAME, SOA
} RecordType;

typedef struct {
RecordType record_type;
String name;
String rdata;

} Record;

// If a DNAME record matches a query.
// ...
bool dname_applies(char* query, Record record);

// If a DNS record matches a query.
// Parameters:
// query: A DNS query domain name.
// dname: A DNS record.
// Return Value:
// If the DNS record matches the query.
bool record_applies(char* query, Record record) {

Figure 5: LLM prompt for the example in Figure 1.

User Prompt. To create the user prompt, EYWA translates
each of the user-defined types into C data types, creates the
C function signatures using these types, and adds a function
documentation string from the user descriptions. We show
the resulting prompt that is generated for record_applies of
Figure 1 in Figure 5. From this prompt, the LLM will naturally
predict (complete) the rest of the function.

System Prompt. EYWA also generates a system prompt
(for GPT4). It provides additional guidance to help ensure the
LLM generates valid code, including the following:
• Describing the task to implement the C function provided

by the user prompt.

• Requiring that the LLM only add import statements and not
remove existing imports.

• Requiring that the LLM not delete or modify any of the
user-defined type definitions.

• Requiring that the LLM not add its own main() function and
instead just implement the function provided.

• Requiring that the LLM not use certain C functions that are
not amenable to symbolic execution.

• Giving a valid input-output example. For instance, showing
a blank template of a function that adds 1 to an integer as
the input, and the fully implemented function as the output.

3.6 EYWA Test Generator
The final component to EYWA is the Test Generator, which is
responsible for running Klee and translating the results back
into Python values for the user. The Test Generator assembles
the outputs from the Prompt Generator and Symbolic Com-
piler into a single program and then runs the clang compiler

to build LLVM bytecode. It then executes Klee on the result
with the user-provided timeout (if any). For isolation, both
of these tasks are executed in a separate docker container,
and any errors, including compile errors, are reported to the
user as feedback. Users can use this feedback to update their
model to assist the LLM or provide additional context.

The result of running Klee is a set of test inputs that assign
each base symbolic C variable to a value. The Test Generator
then serializes these values back to EYWA, which walks over
the base values and reconstructs any richer types (e.g., struct,
array) from these values. EYWA also captures the result value
of each test case and includes that information.

4 Implementation

The EYWA library is implemented in around 2K lines of
Python code with an additional 200 lines of C code. For its
language model, it currently uses GPT 4 hosted on the Azure
OpenAI service [95]. When generating models, EYWA allows
the user to specify the LLM temperature value τ between
0.0 and 1.0 as well as the number of C implementations k
to generate for each model. To improve test coverage, we
generate k implementations and then aggregate the resulting
test cases. For our experiments, we use k = 10 and tempera-
ture τ = 0.6 (see Appendix B). After assembling each model
from the LLM and symbolic test harness, we attempt to com-
pile it and invoke Klee in a Docker container, and skip the
implementation in the event of a compilation error.

5 Evaluation

5.1 Methodology and Setup
Alongside DNS, we also experimented with BGP and SMTP,
each with multiple implementations that we use for differ-
ential testing, summarized in Table 1. For each protocol, we
build several models with EYWA in order to test various as-
pects of the protocol. Table 2 presents all the models we cre-
ated with EYWA for the purpose of testing. The table shows
the number of lines of Python code that were needed to define
each model in EYWA (similar to Figure 1). The table also
gives the range (both the minimum and maximum) of lines of
code in C that EYWA generates across the k model implemen-
tations. Finally, we show the total number of unique test cases
for each model returned by EYWA after running Klee on the
generated C code. This includes the union of all unique test
cases across the k different implementations.

5.1.1 Overview of models

We constructed eight DNS models using EYWA (shown in
Table 2) to test different aspects of authoritative nameservers.
To evaluate when EYWA performs well and when it does not,
we designed a diverse set of models: (1) simple models that



Protocol Tested Implementations

DNS
BIND [20], COREDNS [14], GDNSD [5], NSD [86]
HICKORY [34], KNOT [24], POWERDNS [19]
TECHNITIUM [133], YADIFA [30], TWISTED [87]

BGP FRR [17], GOBGP [18], BATFISH [32]

SMTP AIOSMTPD [2], SMTPD [26], OPENSMTPD [1]

Table 1: Protocol implementations tested by EYWA.

Protocol Model LOC LOC Tests
(Python) (C)

DNS CNAME 21 222 / 246 435
DNS DNAME 23 209 / 230 269
DNS WILDCARD 23 210 / 238 470
DNS IPV4 21 209 / 229 515
DNS FULLLOOKUP 26 487 / 510 12,281
DNS RCODE 26 487 / 510 26,617
DNS AUTH 26 477 / 504 31,411
DNS LOOP 26 474 / 489 31,453

BGP CONFED 22 189 / 202 957
BGP RR 16 59 / 76 36
BGP RMAP-PL 48 150 / 162 400
BGP RR-RMAP 48 341 / 366 7147

SMTP SERVER 26 245 / 252 80

Table 2: Models, lines of code (min / max), number of tests
generated for DNS, BGP and SMTP with EYWA.

test record matching for individual DNS types, (2) end-to-end
models of the full DNS lookup process, and (3) specialized
models that target unusual or corner-case behaviors.

The first four models (CNAME, DNAME, WILDCARD, IPV4)
determine whether a DNS query matches a single record
type in a zone. The FULLLOOKUP model implements the
complete authoritative lookup procedure for a query and zone
file. Two variants, AUTHORITATIVE and RCODE, return only
part of the response—specifically, the authoritative flag and
the return code—rather than the full DNS response. Finally,
the LOOP model targets a corner case by counting how many
times a DNS query is rewritten for a given zone file. This
forces EYWA to generate inputs that trigger repeated or even
infinite lookups. Because both LOOP and FULLLOOKUP reach
the Klee timeout, the simpler structure of LOOP allows it to
generate more test cases.

For the Border Gateway Protocol (BGP), we modeled sev-
eral features. These include confederations (CONFED), route-
reflector behavior with clients, non-clients, and external ASes
(RR), the use of route-maps and prefix lists in processing route
advertisements (RMAP-PL), and a combined model of route
reflectors with route-maps (RR-RMAP).

Finally, for the Simple Mail Transfer Protocol (SMTP),
we created an SMTP server model that responds to requests
based on server state, including returning appropriate error
messages for invalid inputs. It is implemented as a function

#include <stdint.h>
#include <stdbool.h>
...
typedef enum { INITIAL, HELO_SENT,

EHLO_SENT, MAIL_FROM_RECEIVED,
RCPT_TO_RECEIVED, DATA_RECEIVED,
QUITTED } State;

// A function that takes the current state of
// the SMTP server, the input string, updates
// the state and returns the output response.
//
// Parameters:
// state: Current state of the SMTP server
// input: Input string
// Return Value:
// Output string
char* smtp_server_resp(State state, char* input)
{...

Figure 6: First prompt for the SMTP server model.

that takes two parameters, state and input, and returns the
corresponding server response. Figure 6 and Appendix E
show the EYWA-generated prompt and the resulting code
from the LLM, respectively.

5.1.2 Overview of testing setup

Seven of the ten DNS implementations we evaluated had also
been tested by SCALE [49]. For these seven, we examined
both historical versions (before bug fixes) and current ver-
sions. This approach enabled us to measure overlap between
bugs found by EYWA and SCALE, while also identifying pre-
viously undiscovered issues. To test each implementation, we
applied differential testing as described in Figure 1. We built
Docker [94] containers for each implementation and version,
with each container serving a single zone file as an authorita-
tive zone. Using the dnspython [15] library, we constructed
DNS queries, sent them to the containers, and compared the
responses to detect discrepancies (e.g., in the answer, authori-
tative section, flags, additional section, or return code).

Because multiple tests can expose the same underlying bug,
we aimed to isolate unique root causes. For each implemen-
tation whose response deviated from the majority group, we
classified the cause of the discrepancy as a tuple abstracting
the differing components. For example, if an implementation
returned NXDOMAIN instead of NOERROR, the tuple would be
(COREDNS, rcode, NXDOMAIN, NOERROR). Each unique tuple
was then manually inspected, and any unexpected results were
reported to the maintainers.

For the BGP implementations, we set up a Docker network
containing three nodes R1, R2 and R3 connected in series.
We ran the BGP implementation under test on R2 and R3
but ran an ExaBGP [16] instance on R1 so that we could
inject routes into R2. For BGP confederations specifically,
we built a lightweight reference implementation to enable
differential testing against FRR, as confederation logic is not



User_Prompt
Create a python dictionary that maps the state
transitions: (state,input) --> state
as per the following C code snippet:
smtp_server_response(State state, char* input) {

<SMTP server code generated by LLM>
}
Output_Format
A python dictionary like
{(state1, input1): state2,
(state3, input2): state4, ...}
GPT_Response
Here is the Python dictionary that maps the
state transitions:

```python
state_transitions = {

(INITIAL, "HELO"): HELO_SENT,
(INITIAL, "EHLO"): EHLO_SENT,
(HELO_SENT, "MAIL FROM:"): MAIL_FROM_RECEIVED,
(EHLO_SENT, "MAIL FROM:"): MAIL_FROM_RECEIVED,
(MAIL_FROM_RECEIVED, "RCPT TO:"):
RCPT_TO_RECEIVED,
(RCPT_TO_RECEIVED, "DATA"): DATA_RECEIVED,
(HELO_SENT, "QUIT"): QUITTED,
(EHLO_SENT, "QUIT"): QUITTED,
(MAIL_FROM_RECEIVED, "QUIT"): QUITTED,
(RCPT_TO_RECEIVED, "QUIT"): QUITTED,
(DATA_RECEIVED, "QUIT"): QUITTED,

}
```

Figure 7: Second LLM prompt and response to generate the
SMTP state graph as a Python dictionary.

fully supported in Batfish or GoBGP. We then checked the
BGP routing tables on both R2 and R3. For Batfish, which is
a BGP simulator rather than an implementation, we set up a
simulated network of three nodes. We wrote test translators
for all three implementations and then performed differential
testing on the three implementations. Error triaging is done
in the same way as for the DNS experiments.

Finally, for SMTP, each test case is a (state, input) pair, so
we must first drive the SMTP implementation into the desired
state before running the test input. To do this, EYWA uses
another LLM call to convert the generated SMTP server code
into a state-transition graph (see Figure 7). For each test case,
we run a breadth-first search (BFS) on that graph to find an
input sequence that transitions the server from its initial state
to the target state; we then prepend that sequence to the test’s
input. Server implementations listen on 127.0.0.1:8025, and
a separate process on the same machine generates the input
requests. After each test run, the server is reset to its initial
state. We also demonstrate that this methodology can model
more complex stateful protocols (e.g., TCP; see Appendix F);
full TCP testing, however, is left to future work.

5.1.3 Research Questions

Our evaluation is guided by three questions:

• RQ1: Can EYWA generate tests quickly?

• RQ2: Are the models produced by EYWA high quality?

• RQ3: Does EYWA find real bugs in implementations?

5.2 Results

We answer the above questions through the results of our
experiments with EYWA on DNS, BGP, and SMTP implemen-
tations, including quantitative and qualitative evidence of its
practical utility and benefit over prior approaches.

RQ1 – Test generation speed. The running time for EYWA
is dominated by the time to test the implementations. Each
LLM query took under 20 seconds to complete and could
be reduced by using faster LLMs. For test generation using
Klee, the time taken varies based on the complexity of the
case. For the initial four models of DNS and for the SMTP
server model, Klee completes the process in approximately
5-10 seconds. However, for the other DNS models, which are
more complex, Klee consistently hits the 5-minute timeout
that we use. All of our BGP models are bounded in size, so
Klee always terminated on them within 5-10 seconds.

RQ2 - Model quality. We manually inspected EYWA’s
generated implementations to assess quality. For each model
listed in Table 2, EYWA produced implementations that cap-
tured the intended protocol semantics. For example, in the
DNS FULL-LOOKUP task — the most challenging DNS task
because it requires a full nameserver-lookup model — the
LLM correctly implemented the behavior of each record type,
including DNAME (suffix rewrite), CNAME (exact rewrite), and
wildcard records (partial match). The LLM did not fully im-
plement DNS’s “closest encloser” semantics (implementing
it precisely would require a complex data structure); instead
it typically used a sequential, first-match search through zone
records. Though technically incorrect, this approximation,
combined with symbolic execution, produced effective tests.

For BGP, EYWA’s models were similarly accurate overall.
With careful prompt engineering we could make the LLM
cover missed corner cases; however, for BGP confederations,
the LLM sometimes failed to update AS paths correctly de-
spite multiple prompt variations. Because we use differential
testing, the test cases generated by these imperfect models
nonetheless proved useful. For the SMTP server, EYWA con-
sistently produced a correct model.

In several cases, the LLM initially produced flawed C mod-
els due to misunderstandings about the side effects of the
C function strtok. We fixed this by updating the system
prompt to instruct the LLM to avoid strtok. Across all ex-
periments, the LLM produced only a single C model that
failed to compile; such models can be discarded. As LLMs
improve, we expect issues we observed (for example, mis-



Protocol Implementation Description New Bug? Acked?

DNS BIND Sibling glue record not returned #  
DNS BIND Inconsistent loop unrolling   
DNS COREDNS Wildcard CNAME and DNAME loop [57] #  
DNS COREDNS Sibling glue record not returned [58] #  
DNS COREDNS Returns SERVFAIL yet gives an answer [47]  #
DNS COREDNS Returns a non-existent out-of-zone record [46]  #
DNS COREDNS Wrong RCODE for synthesized record [61] #  
DNS COREDNS Wrong RCODE for empty non-terminal wildcard [60]   
DNS GDNSD Sibling glue record not returned [50] #  
DNS HICKORY Wildcard CNAME and DNAME loop [51] #  
DNS HICKORY Incorrect handling of out-of-zone record [59]   
DNS HICKORY Wildcard match only one label [54] #  
DNS HICKORY Wrong RCODE for empty non-terminal wildcard [53]   
DNS HICKORY Wrong RCODE when ‘*’ is in RDATA [52]   
DNS HICKORY Glue records returned with authoritative flag [56] #  
DNS HICKORY Authoritative flag set for zone cut NS records [55] #  
DNS KNOT DNAME record name replaced by query [62]   
DNS KNOT Wildcard DNAME leads to wrong answer [64]   
DNS KNOT Error in DNAME-DNAME loop Knot test [65] #  
DNS KNOT DNAME not applied recursively [66] #  
DNS KNOT Incorrect record synthesis when ‘*’ is in query [63] #  
DNS NSD DNAME not applied recursively [72] #  
DNS NSD Wrong RCODE when ‘*’ is in RDATA [71] #  
DNS POWERDNS Sibling glue record not returned due to wildcard [70]   
DNS TECHNITIUM Sibling glue record not returned [81] #  
DNS TECHNITIUM Synthesized wildcard instead of applying DNAME [80]   
DNS TECHNITIUM Invalid wildcard match [78] #  
DNS TECHNITIUM Nested wildcards not handled correctly [79]   
DNS TECHNITIUM Duplicate records in answer section [76] #  
DNS TECHNITIUM Wrong RCODE for empty nonterminal wildcard [77]   
DNS TWISTED Empty answer section with wildcard records [68] #  
DNS TWISTED Missing authority flag and empty authority section [67] #  
DNS TWISTED Wrong RCODE for empty nonterminal wildcard [69]   
DNS TWISTED Wrong RCODE when ‘*’ is in RDATA [68] #  
DNS YADIFA CNAME chains are not followed [75] #  
DNS YADIFA Missing record for CNAME loop [73]  #
DNS YADIFA Wrong RCODE for CNAME target [74] #  

BGP FRR Prefix list matches mask greater than or equals [115] #  
BGP FRR Confederation sub AS equal to peer AS [116]  #
BGP FRR Replace-AS not working with confederations [100]  #
BGP GOBGP Prefix set match with zero masklength but nonzero range [96] #  
BGP GOBGP Confederation sub AS equal to peer AS [99]  #
BGP BATFISH Local preference not reset for EBGP neighbor [98]   
BGP BATFISH Confederation sub AS same as peer AS [97]   

SMTP AIOSMTPD Server accepting request without appropriate headers [117, 118]   

Table 3: The bugs found in DNS, BGP, and SMTP implementations tested by EYWA, with status indicating whether they were
acknowledged by developers. The BIND issues are no longer available on their GitLab.



use of strtok) to diminish, making EYWA’s models more
accurate and reducing the need for prompt engineering.

RQ3 – Bug-finding effectiveness. To evaluate the qual-
ity of tests generated by EYWA, we compared its results
against prior work that relied on manually written models:
SCALE [49] for DNS and MESSI [119] for BGP. Unlike
SCALE and MESSI, which used carefully constructed mod-
els derived from RFCs, EYWA leverages LLMs and requires
orders of magnitude less modeling effort. However, we ini-
tially expected the hand-crafted models to be more effective at
uncovering bugs. Table 3 summarizes the results of our differ-
ential testing. The table reports each bug found in the tested
protocol implementations, along with its description, type, and
effect. It records whether the bug was detected by SCALE or
MESSI, or whether it would have been detected had SCALE
tests been applied to newly added implementations. It also
contains information on which bugs were confirmed by the
developers. §2.3 discussed an example DNS bug found by
EYWA. Here we show two more interesting bugs found by
our tool, one in BGP and another in SMTP:

Bug #1. BGP confederations allow administrators to divide
a large AS into smaller “sub-ASes” while still appearing as a
single AS to external peers. For the CONFED model, EYWA
generated an interesting test case where a router R within a
confederation had the same sub-AS number as its neighbor
N’s AS number, where N is outside the confederation. The
bug arose when R tried to establish an iBGP connection with
N because it thought that N was in the same sub-AS as itself.
On the other hand, N thought R was outside its AS, so N tried
to initiate an eBGP connection. As a result, a successful BGP
peering could not be established. Klee was probably able to
find such a test case because it tends to assign similar values to
symbolic variables of the same type unless strictly constrained.
This bug is now fixed by the Batfish developers [97].

Bug #2. We found a behavioral discrepancy in
OpenSMTPD when testing the DATA_RECEIVED state. After
issuing the sequence HELO, MAIL FROM, RCPT TO, DATA, and
terminating the message with ".", OpenSMTPD responded
with 550 5.7.1 Delivery not authorized, message
refused: Message is not RFC 2822 compliant,
whereas the same test executed against aiosmtpd returned 250
OK. In SMTP, HELO establishes client identity, MAIL FROM
specifies the envelope sender, RCPT TO specifies the recipient,
DATA transitions the session into the message-content phase,
and the terminating "." signals the end of the message body
(i.e. the DATA_RECEIVED state). Investigation revealed that
our test message contained only the SMTP envelope com-
mands but lacked mandatory RFC 2822 headers (e.g., Date
and From) in the message body. OpenSMTPD developers
clarified that their implementation correctly enforces RFC
2822 Section 3.6, which requires specific header fields, while
aiosmtpd does not [118].

Overall, for DNS, EYWA identified 37 bugs across ten
implementations, of which 15 were previously undiscovered

by SCALE. After accounting for duplicates across imple-
mentations, this corresponds to 27 unique bugs, of which
12 were not detected by SCALE. In comparison, SCALE re-
vealed 22 unique bugs, of which 7 were missed by EYWA.
Thus, EYWA discovered more bugs than SCALE, despite re-
quiring minimal modeling effort. For BGP, EYWA replicated
two bugs in prefix lists and route filtering previously reported
by MESSI. More importantly, it modeled two complex BGP
features—confederation and route reflection—that were not
included in MESSI’s manually written model. Through this
extension, EYWA uncovered 5 unique bugs, including 3 that
were new ones. Finally, in our SMTP experiments, EYWA
demonstrated its ability to handle stateful protocols. Despite
the simplicity of the server model, one generated test case re-
vealed a previously unknown bug: in the RCPT_TO_RECEIVED
state, providing DATA as input to the server triggered an error.

Additional Insights:. We manually examined the seven
bugs that SCALE identified, but EYWA did not. In four of
the seven cases, the corresponding test purposely used an
invalid zone file to test how implementations handle them.
The EYWA-generated DNS models ensure validity, but we
could also use EYWA to test invalid zone files. In one case,
the bug found by SCALE depends on a subtlety in the logic
of handling CNAME records that the LLM-generated model did
not include. Finally, in a few cases, we identified a bug that
went beyond the bounds that we set for the EYWA-generated
tests, for example, involving multiple records in a zone file.

Discussion:. For EYWA to be effective, the LLM must have
a strong understanding of the protocol being modeled. For
the protocols we tested (i.e., DNS, BGP, and SMTP), LLMs
already encode substantial knowledge from publicly avail-
able documentation, and often only minimal function descrip-
tions were needed; but for newer protocols user may need
to provide additional documentation. Because EYWA relies
on differential testing, it assumes some behavioral diversity
across implementations: in principle, if all implementations
agree yet jointly deviate from the specification, EYWA would
not flag the issue (a false negative). In practice, however,
as the number of independently developed implementations
increases, the likelihood that all of them exhibit the same in-
correct behavior decreases substantially. Even when multiple
implementations are unavailable, independently generated
models or agents could provide additional diversity.

6 Related Work

Automated testing. Automated testing is often categorized by
visibility into source code. Black-box testers [13, 31, 35, 104,
111, 128] generate random tests without source access. Grey-
box testers [7,8,12,33,36,108,124] use lightweight instrumen-
tation and coverage feedback. White-box testers [10, 37–39]
use symbolic methods to solve path constraints. Black and
grey-box approaches may get stuck on complex conditions,
resulting in low coverage, while white-box approaches suf-



fer from path explosion and require non-trivial source code
modification [10, 38, 39, 105].

Another approach is model-based or specification-based
testing [27, 49, 83, 90, 91, 122], which applies to black-box
implementations by using a reference model or specification
to generate tests. Compared to black and grey-box fuzzing,
MBT offers stronger semantic guidance and more principled
coverage. But it still requires users to manually craft a model,
which is a non-trivial undertaking. In contrast, EYWA retains
the systematic exploration benefits of traditional MBT, yet
reduces effort by leveraging an LLM’s prior knowledge for
model construction. Our work is similar in spirit to XM [25],
which emphasizes lightweight, disposable models for rapid
feedback. However, EYWA facilitates automation by shifting
the burden of building the models from the human to an LLM.

Protocol testing. Some testing work has directly targeted
protocol implementations due to their importance and com-
plexity [3, 6, 35, 40, 49, 84, 102, 105, 107, 119]. Our approach
builds on MBT approaches for DNS [49] and BGP [119],
which combine symbolic execution on the model with differ-
ential testing of implementations. However, EYWA offloads
most of the modeling task to LLMs through an API for modu-
lar and declarative model construction, significantly reducing
the human burden and making EYWA useful for testing many
protocols, while each prior tool targets a single protocol.

Other approaches attempt to marry software engineering
testing techniques, such as grey-box fuzzing, with a learned
protocol state (e.g., the protocol state machine). For instance,
Pulsar [35] and AFLNet [107] combine black-box and grey-
box testing, respectively, with protocol state machine learning
from execution traces. While they facilitate improved ex-
ploration over vanilla fuzzing techniques, they still rely on
mutation-based input generation and “reverse engineer” pro-
tocol semantics from observed behavior. In contrast, EYWA
uses LLMs to directly encode a protocol’s state and logic.

N-version programming. N-version programming
(NVP) [11, 85, 110] is a fault-tolerance technique in which
multiple independently developed implementations of the
same specification are executed in parallel and their outputs
compared, often via majority voting. In contrast, EYWA
focuses on bug discovery, leveraging LLMs to build models
that are used to generate tests for existing implementations.

LLM-based testing. Recent breakthroughs with LLMs
have led researchers to reconsider the possibility of automati-
cally testing software [41,82,112,114,121,123,125,129,130,
132]. Most of these works directly ask LLMs to write unit
tests for software or fuzz programs (i.e., mutate strings). In
the networking domain, LLMs have been used to derive test
cases from structured information extracted from RFCs [126].
These are then converted to executable test code through multi-
ple iterations using various retrieved examples and LLM/user
feedback. EYWA instead uses LLMs to write simple imple-
mentations with well-typed inputs. It then uses off-the-shelf
symbolic execution tools to generate exhaustive tests. Re-

cently, ChatAFL [93] enhanced the stateful protocol fuzzer
AFLNet [107] using LLMs. Like EYWA, ChatAFL uses LLM
knowledge to improve testing, but it directly modifies the pro-
tocol messages used in tests. These two approaches are quite
distinct and likely have different strengths.

NLP for networks. Some early work shared the insight that
RFCs and other natural language sources could provide useful
information for testing network protocols [131] or generating
network configurations [43]. More recently [113], the authors
used LLMs to extract protocol specifications from RFCs in the
form of protocol automata. EYWA too extracts a specification,
however it does so with human guidance and in the form of a
C program that may be combined with symbolic execution.

7 Conclusion

Despite widespread enthusiasm, a major challenge in deploy-
ing large language models (LLMs) in safety-critical appli-
cations is their tendency to produce errors. For example,
when LLMs generate code, we must test [88] or formally
verify [101, 120] the outputs and iterate as necessary. Con-
versely, we argue in this paper that when LLMs are used to
test software, errors in both the models and the tests they
generate can be mitigated using differential testing.

Specifically, we introduce model-based testing with LLMs,
a new approach for automatic, black-box protocol testing. We
use LLMs for two complementary tasks: (1) constructing
protocol models and (2) generating state graphs that identify
efficient sequences to drive protocols into target states. For
lesser-known protocols, the method can be augmented with
retrieval-augmented generation (RAG) over available soft-
ware documentation. We defer empirical testing and broader
evaluation to future work. EYWA substantially reduces the
burden of manually constructing protocol models, works with
black-box implementations without source-code changes, and
produces tests that uncover deep functional correctness bugs.

Our testing framework, EYWA, discovered 45 bugs across
protocol implementations, including 21 that prior manually
constructed model-based testing (MBT) tools had missed. We
rapidly built models for BGP features such as confederations
and route reflectors, which earlier work (MESSI [119]) had
not tested, and we also developed an SMTP server model.
The SMTP experiments further showed that LLMs can drive
protocols to specified states for testing, suggesting substantial
untapped potential beyond our initial exploration.
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A Regex Implementation

We show EYWA’s minimal regular expression implementation
in Figure 8. The implementation supports regular expression
range, union, sequence, and iteration (star) constructs, de-
fined by simple Regex type. To preserve branches for symbolic
execution, rather than build a finite automaton, the match-
ing logic uses a notion of regular expression continuation
RegexCont, which is a linked list of regular expressions that
must be matched after the current regular expression. Initially,
this list is empty but gets added to any time there is a regular
expression sequence (regex->op == SEQ) case. Continuations
allow for a simple recursive implementation, and work well
with symbolic execution since the regular expression itself is
always concrete. Path constraints come from matches against
the symbolic text *text such as the comparison with '0' and
the case for regex->op == RANGE. For the match function, we
pass in a “null” continuation to begin with.

For each RegexModule, EYWA converts them to functions
with C expressions that evaluate to boolean values. The trans-
lation is straightforward – for instance, a Python constraint
such as eywa.RegexModule("[a-z]*", a1) will generate the
C code:

Regex r1; r1.clo = 'a'; r1.chi = 'z';
Regex r2; r2.op = STAR; r2.left = r1;
klee_assume(match(&r2, &a1));

EYWA then calls a custom match function to check if the
string matches the regular expression. The match function
is a minimal regular expression matching implementation
written by hand and is amenable to symbolic execution. Klee
will encode the regex match condition and other conditions
symbolically and solve them as part of its path exploration.

B Hyperparameter selection

To understand how the temperature τ and the number of at-
tempts k affect test case generation, we took the CNAME DNS
model and varied the temperature and counted the number of
tests generated for each k averaged over 10 runs. We plot this
count vs. k in Figure 9 for values of τ ranging from 0.2 to 1.0.
Results for the other models were similar. We can see from
the graph that there are greatly diminishing returns around
k = 10, whereas τ appears to have less effect on the test gener-
ation for values above 0. For this reason, we selected k = 10
and τ = 0.6 in our experiments, which we believe represents
a reasonable trade-off between efficiency and test coverage.

C Graph API

Figure 10 shows the construction of the dependency graph
for the RMAP-PL BGP model from our experiments, which
matches routes against a prefix list used in a route-map stanza.
Each of the modules is first defined independently using the

typedef enum { OR, SEQ, STAR, RANGE } RegexOp;
typedef struct Regex Regex;
struct Regex {

RegexOp op; int clo; int chi;
Regex* left;Regex* right;

};
typedef struct RegexCont RegexCont;
struct RegexCont {

Regex* regex;
RegexCont* next;

}
// Matching logic for a regular expression with a
// continuation.
static int match(Regex* regex, RegexCont* cont,
char *text) {
if (regex == NULL) {return *text == '\0';}
if (regex->op == OR) {
return match(regex->left, cont, text) ||
match(regex->right, cont, text);

}
if (regex->op == SEQ) {
RegexCont c;
c.next = cont; c.regex = regex->right;
return match(regex->left, &c, text);

}
if (regex->op == STAR) {
Regex r; r.op = SEQ; r.left = regex->left;
r.right = regex;
return match(cont->regex, cont->next, text) ||
(*text != '\0' && match(&r, cont, text));

}
if (regex->op == RANGE) {
char c = *text++;
return c != '\0' && c >= regex->clo &&
c <= regex->chi &&
match(cont->regex, cont->next, text);

}
return 0;

}
// Matching logic for a regular expression.
static int match(Regex* regex, char *text) {

RegexCont cont;
cont.next = NULL; cont.regex = NULL;
return match(regex, &cont, text);

}

Figure 8: EYWA’s minimal regular expression implementation
that is amenable to symbolic execution.

prompting technique shown in Figure 1a, allowing us to mod-
ularize the overall BGP semantics into smaller, reusable com-
ponents. We then specify the inter-module dependencies ex-
plicitly using Eywa’s built-in graph API. Concretely, we first
initialize an empty graph and incrementally add all depen-
dencies using the CallEdge and Pipe methods, thereby con-
structing a directed acyclic graph (DAG) that captures the
execution structure of the model.

In this example, we use a Pipe between the functions
checkValidInputs and isMatchRouteMapStanza, since the for-
mer enforces structural and semantic constraints on the
inputs before they are processed by the latter. In con-



τ = 0.2 τ = 0.4 τ = 0.6 τ = 0.8 τ = 1.0

0 5 10
0

200

400

600

k

un
iq

ue
te

st
s

(a) DNAME

0 5 10
0

200

400

600

k

un
iq

ue
te

st
s

(b) IPV4

τ = 0.2 τ = 0.4 τ = 0.6 τ = 0.8 τ = 1.0

0 5 10
0

200

400

600

k

un
iq

ue
te

st
s

(c) WILDCARD

0 5 10
0

200

400

600

k
un

iq
ue

te
st

s

(d) CNAME
Figure 9: Hyperparameter analysis for DNS models. The plots show how the total number of unique tests vary as we increase the
number of runs for different models.

# initialize the dependency graph
g = eywa.DependencyGraph()

# add the call edges to the graph
g.CallEdge(isValidPrefixList,

[prefixLengthToSubnetMask])

g.CallEdge(isValidRoute,[prefixLengthToSubnetMask])

g.CallEdge(checkValidInputs,
[isValidPrefixList,isValidRoute])

g.CallEdge(isMatchPrefixListEntry,
[prefixLengthToSubnetMask])

g.CallEdge(isMatchRouteMapStanza,
[isMatchPrefixListEntry])

# add the pipe
g.Pipe(isMatchRouteMapStanza,checkValidInputs)

# synthesize final model
final_model = g.Synthesize()

Figure 10: EYWA code for building a dependency graph for
the BGP RMAP-PL model in Table 2

trast, the remaining edges are specified as CallEdges, be-
cause in those cases the output of one function is di-
rectly consumed by another as part of the computation.
Multiple CallEdges are required due to hierarchical depen-
dencies in the logic. For instance, isMatchRouteMapStanza
depends on isMatchPrefixListEntry, which in turn in-
vokes prefixLengthToSubnetMask to perform prefix-length
computations. Additionally, unlike most other modules,
checkValidInputs depends on two distinct validation
routines—isValidRoute and isValidPrefixList. These
must therefore be provided together as a list when invoking
the CallEdge method.

After defining all nodes and edges, we synthesize the
complete model using the Synthesize utility. During syn-
thesis of any module with incoming CallEdges, the gen-
erated prompt automatically includes a description of all
dependency functions along with their corresponding C
prototypes. Figure 11 illustrates the prompt generated
due to the CallEdge from prefixLengthToSubnetMask to
isMatchPrefixListEntry when synthesizing the latter. This
mechanism is crucial, as it ensures that the LLM is fully aware
of all available helper functions and their interfaces, enabling
consistent and compositional code generation. Finally, Eywa
assembles all synthesized functions into the final program ac-
cording to their topological ordering in the dependency graph,
guaranteeing correctness of compilation and execution order.



#include <stdint.h>
...

typedef struct {
uint32_t prefix;
uint8_t prefixLength;

...

} Route;

typedef struct {
uint32_t prefix;
uint8_t prefixLength;
uint32_t le;
uint32_t ge;
bool any;
bool permit;

} PrefixListEntry;

// a function that takes as input the prefix
// length and converts it to the corresponding
// unsigned integer representation
//
// Parameters:
// maskLength: The length of the prefix
//
// Return Value:
// The unsigned integer representation
// of the prefix length

uint32_t prefixLengthToSubnetMask(
uint32_t maskLength);

// A function that takes as input a prefix
// list entry and a BGP route advertisement.
//
// If the route advertisement matches the
// prefix, then the function should return
// the value of the permit flag.
//
// In case there is no match, the function
// should vacuously return false.
//
// Parameters:
// route: Route to be matched
// pfe: Prefix list entry
//
// Return Value:
// True if the route matches the prefix
// list entry

bool isMatchPrefixListEntry(Route route,
PrefixListEntry pfe) {

...

}

Figure 11: Prompt for the prefixLengthToSubnetMask to
isMatchPrefixListEntry dependency in Figure 10.

D System Prompt

Figure 12 shows the system prompt used for all the LLM calls
for our experiments.

Your goal is to implement the C function provided by
the user. The result should be the complete
implementation of the code, including:
1. All the import statements needed, including those

provided in the input. All the imports from the
input should be included.

2. All the type definitions provided by the user.
The type definitions should NOT be modified

3. ONLY write in the function that has 'implement me'
written in its function body.

4. If any additional function prototypes are
provided, you can use them as helper functions.
There is no need to define them. You can assume
they will be done later by the user.

5. Do NOT change the provided function
declarations/prototypes.

6. Whenever you define a 'struct', write it in one
line. Do not put newline. e.g. struct{int x; int

y;}

DO NOT add a `main()` function or any examples, just
implement the function.

DO NOT USE fenced code blocks, just write the code.
DO NOT USE C strtok function. Implement your own.

Example Input:
#include <stdint.h>
#include <stdbool.h>
#include <string.h>
#include <stdlib.h>
#include <klee/klee.h>
#include <stdio.h>
typedef uint32_t myint;
myint add_one(myint x) {
// implement me

}

Example Output:
#include <stdint.h>
...
myint add_one(myint x) {

return x + 1
}

Figure 12: The system prompt which we used for all LLM
calls.

E SMTP Server Model

Figure 13 shows the EYWA generated code for SMTP server
model.

F TCP Model

Figure 14 shows the TCP state transition code generated by
EYWA. Figure 15 shows the state graph.



char* smtp_model(State state, char* input){

char* response = malloc(512 * sizeof(char));

switch(state) {
case INITIAL:
if(strcmp(input,"HELO")==0){

strcpy(response,"250 Hello");state=HELO_SENT;
}
else if(strcmp(input,"EHLO")==0){

strcpy(response, "250-Hello\n250-SIZE
512\n250-8BITMIME\n250 OK");state=EHLO_SENT;

}
else{

strcpy(response,"503 Bad sequence of commands");
}break;
case HELO_SENT:
case EHLO_SENT:
if(strncmp(input,"MAIL FROM:",10)==0{

strcpy(response, "250 OK");
state=MAIL_FROM_RECEIVED;

}
else{
strcpy(response, "503 Bad sequence of commands");

}break;
case MAIL_FROM_RECEIVED:
if(strncmp(input,"RCPT TO:",8)==0){

strcpy(response, "250 OK");state=RCPT_TO_RECEIVED;
}
else{
strcpy(response,"503 Bad sequence of commands");

}break;
case RCPT_TO_RECEIVED:
if(strcmp(input,"DATA")==0){
strcpy(response,"354
End with <CR><LF>.<CR><LF>");state=DATA_RECEIVED;

}
else{
strcpy(response, "503 Bad sequence of commands");

}break;
case DATA_RECEIVED:
if(strcmp(input,".")==0){
strcpy(response,"250 OK");state=INITIAL;

}
else{
strcpy(response,"");

}break;
case QUITTED:
strcpy(response,"221 Bye");state=INITIAL;break;
default:
strcpy(response,"500 error, command

unrecognized");break;
return response;

}

Figure 13: EYWA generated code for SMTP server model.

char* tcp_state_transition(TCPState state, char* input) {

switch (state) {
case CLOSED:
if (!strcmp(input,"APP_PASSIVE_OPEN")) return "LISTEN";
if (!strcmp(input,"APP_ACTIVE_OPEN")) return

"SYN_SENT";
break;

case LISTEN:
if (!strcmp(input,"RCV_SYN")) return "SYN_RECEIVED";
if (!strcmp(input,"APP_SEND")) return "SYN_SENT";
if (!strcmp(input,"APP_CLOSE")) return "CLOSED";
break;

case SYN_SENT:
if (!strcmp(input,"RCV_SYN")) return "SYN_RECEIVED";
if (!strcmp(input,"RCV_SYN_ACK")) return "ESTABLISHED";
if (!strcmp(input,"APP_CLOSE")) return "CLOSED";
break;

case SYN_RECEIVED:
if (!strcmp(input,"APP_CLOSE")) return "FIN_WAIT_1";
if (!strcmp(input,"RCV_ACK")) return "ESTABLISHED";
break;

case ESTABLISHED:
if (!strcmp(input,"APP_CLOSE")) return "FIN_WAIT_1";
if (!strcmp(input,"RCV_FIN")) return "CLOSE_WAIT";
break;

case FIN_WAIT_1:
if (!strcmp(input,"RCV_FIN")) return "CLOSING";
if (!strcmp(input,"RCV_FIN_ACK")) return "TIME_WAIT";
if (!strcmp(input,"RCV_ACK")) return "FIN_WAIT_2";
break;

case FIN_WAIT_2:
if (!strcmp(input,"RCV_FIN")) return "TIME_WAIT";
break;

case CLOSE_WAIT:
if (!strcmp(input,"APP_CLOSE")) return "LAST_ACK";
break;

case CLOSING:
if (!strcmp(input,"RCV_ACK")) return "TIME_WAIT";
break;

case LAST_ACK:
if (!strcmp(input,"RCV_ACK")) return "CLOSED";
break;

case TIME_WAIT:
if (!strcmp(input,"APP_TIMEOUT")) return "CLOSED";
break;

}
return "INVALID";
}

Figure 14: EYWA generated code for TCP state machine



User_Prompt

Create a python dictionary that maps the state
transitions: (state,input) --> state
as per the following C code snippet:

tcp_state_transition(State state, char* input) {
<TCP state transition code generated by LLM>

}

Output_Format

A python dictionary like
{(state1, input1): state2,
(state3, input2): state4, ...}

GPT_Response

Here is the Python dictionary that maps the
state transitions:

```python
state_transitions = {

(CLOSED, 'APP_PASSIVE_OPEN'): LISTEN,
(CLOSED, 'APP_ACTIVE_OPEN'): SYN_SENT,
(LISTEN, 'RCV_SYN'): SYN_RECEIVED,
(LISTEN, 'APP_SEND'): SYN_SENT,
(LISTEN, 'APP_CLOSE'): CLOSED,
(SYN_SENT, 'RCV_SYN'): SYN_RECEIVED,
(SYN_SENT, 'RCV_SYN_ACK'): ESTABLISHED,
(SYN_SENT, 'APP_CLOSE'): CLOSED,
(SYN_RECEIVED, 'APP_CLOSE'): FIN_WAIT_1,
(SYN_RECEIVED, 'RCV_ACK'): ESTABLISHED,
(ESTABLISHED, 'APP_CLOSE'): FIN_WAIT_1,
(ESTABLISHED, 'RCV_FIN'): CLOSE_WAIT,
(FIN_WAIT_1, 'RCV_FIN'): CLOSING,
(FIN_WAIT_1, 'RCV_FIN_ACK'): TIME_WAIT,
(FIN_WAIT_1, 'RCV_ACK'): FIN_WAIT_2,
(FIN_WAIT_2, 'RCV_FIN'): TIME_WAIT,
(CLOSE_WAIT, 'APP_CLOSE'): LAST_ACK,
(CLOSING, 'RCV_ACK'): TIME_WAIT,
(LAST_ACK, 'RCV_ACK'): CLOSED,
(TIME_WAIT, 'APP_TIMEOUT'): CLOSED

}
```

Figure 15: Second LLM prompt and response to generate the
TCP state graph as a Python dictionary.
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